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Abstract

A system that will have major and dire repercussions in the event of a failure or mal-
function is considered a critical system. Therefore, Software developers usually apply
strict standards, testing, and regulatory compliance while developing, operating, and
maintaining critical systems to ensure their reliability, security, and resilience due to
the high risks involved. Software developers and large organizations try to apply the
best methodologies to develop critical systems. The PMBOK framework and Agile
methodologies have gained wide acceptance by software developers. These frame-
works became more popular because they applied best practices and made them suit-
able for working in the management of critical systems development processes. The
main objective of the research is to review the characteristics associated with the failure
of critical systems and analyze how to reduce the failure of critical systems through the
use of appropriate software development frameworks. This is done through a literature
review, where published studies and research on the failure of critical systems and their
critical characteristics will be reviewed. Along with emphasizing Agile Software De-
velopment Methods (ASDM) like Scrum, LeSS, and SAFe, this analysis also contrasts

them with PMBOK’s best project management practices and recommendations.

Keywords: Critical system (CS), Failure of critical system, Software Development
Framework, Project Management Body of Knowledge (PMBOK), Scaled Agile
Framework (SAFe), Large-Scale Scrum (LeSS), Scrum.
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1. Introduction

A critical system is any system whose “failure” could endanger human life, the
environment in which the system operates, or the organization that maintains the sys-
tem. Failure in this context refers to any actions that pose a risk to the system. Before
computer-based systems, there were other crucial systems like airplanes and missiles.
In critical systems, the cost of failure could be more than the cost of the system itself.
Indirect costs may be higher than direct failure costs [1]. The structured method for
creating software for a system or project is known as the software development pro-
cess [2]. Planning, implementation, testing, development, and maintenance are the
four processes that make up this process due to the great growth of the information
technology sector, which came about as a result of the market’s expanding business,
health, and other sectors. Due to the rising pressure of the need for innovation, new
and varied software development models have been employed and developed, which
has had an impact on the conventional models of software development management
in a more complex way. There are benefits, traits, and drawbacks to each method-
ology such as Scrum, LeSS, SAFe, and PMBOK. Scrum is a lightweight framework
that helps people, teams, and organizations generate value through adaptive solutions
to complex problems, and various processes, techniques, and methods can be used
within this framework. Scrum’s focus on delivering integrated, tested, business-valued
features in every iteration results in rapid delivery of results [3]. LeSS is Scrum applied
to many teams working together on a single product [4]. Cross-functional teams all
serve the same purpose, and the teams decide on the advantage that should be worked
on based on the strengths of all the teams striving for continuous integration of features
and continuous delivery of shippable products [5]. A collection of organizational and
workflow patterns called the Scaled Agile Framework® (SAFe®) is used to deploy
agile methods at an enterprise scale. The framework is a body of information that
offers organized advice on roles and responsibilities, how to organize and manage the
job, and principles to uphold. Over a wide number of agile teams, SAFe encourages
alignment, collaboration, and delivery [6]. Contrarily, the PMBOK (Project Manage-
ment Body of Knowledge) is not a methodology in the strictest sense. It is a collection
of project management rules, jargon, and best practices. The PMBOK Guide which
is published and updated by the Project Management Institute (PMI). PMBOK pro-
vides a clear set of instructions for project management as a whole, rather than one
particular project management methodology [7]. The main objective of the research
is to review the characteristics associated with the failure of critical systems and analyze
how to reduce the failure of critical systems through the use of appropriate software
development frameworks. This is done through a literature review, where published
studies and research on the failure of critical systems and their critical characteristics
will be reviewed. Some of the most famous development and project management
frameworks such as Scrum, LeSS, SAFe, and PMBOK will also be reviewed and stud-
ied to find out which ones will contribute to developing critical systems and reducing
their failure. Safety-critical systems are created to avoid catastrophic failure-related
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outcomes, such as human injury or death and environmental harm [8]. A framework
that can adapt to changing working conditions is necessary due to [oT technologies,
complex client expectations, increased market volatility, the dynamic and frequently
unforeseen character of these changes, and the complexity of systems in which work
is embedded. The path of future research in the area of developing safety-critical sys-
tems is highlighted by an understanding of the key factors that could cause the failure
of safety-critical systems and by a review of the present development frameworks [9]
the associated risks hamper its implementation and lack a comprehensive overview. In
response, the paper proposes a framework of risks in the context of Industry 4.0 that
is related to the Triple Bottom Line of sustainability. The framework is developed
from a literature review, as well as from 14 in-depth expert interviews. With respect
to economic risks, the risks that are associated with high or false investments are out-
lined, as well as the threatened business models and increased competition from new
market entrants. From an ecological perspective, the increased waste and energy con-
sumption, as well as possible ecological risks related to the concept “lot size one”, are
described. From a social perspective, the job losses, risks associated with organizational
transformation, and employee requalification, as well as internal resistance, are among
the aspects that are considered. Additionally, risks can be associated with technical
risks, e.g., technical integration, information technology (IT.

2. Theoretical Background

Theoretical literature related to critical system failures and software development
frameworks will be relied upon. Through a review and study of various well-known
development and project management frameworks, the features and advantages of
these frameworks will be examined to identify which frameworks are most suitable for
developing critical systems and reducing critical system failures.

2.1 Critical Systems

A critical system is one whose “failure” could endanger human life, the environment
in which it operates, or the organization that manages it. One of the most signifi-
cant instances of critical systems is the aviation and healthcare systems. Critical systems
can be divided into three groups: (1) Systems deemed “safety-critical” that are those
systems in which malfunction might cause grave environmental damage, or human
fatalities, or both; (2) Systems that are mission-critical, or whose failure could cause
another goal-directed activity to fail; (3) A system classified as “business-critical” that is
one whose failure could cause the firm that uses it to fail. Safety-critical systems (SCS)
are essential to our daily operations, but any malfunctions in their functioning have the
potential to result in severe financial loss, harm to people or the environment, or even
fatalities. SCS are utilized in crucial industries like transportation, healthcare, nuclear,
and space systems. Any errors in its functioning may lead to serious consequences. En-
hancing performance across development phases could prevent more than 59% of SCS
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failures [10]. Intelligent robotics, autonomous driving, and robot surgeons all fall un-
der the category of safety-critical technologies, which call for extremely high levels of
reliability while in use. Therefore, when developing safety-critical intelligent systems,
the issues of safety and reliability must be taken into consideration [11]intelligent ro-
botics and medical surgeon robots, require a stringent dependability while the systems
are in operation. Therefore, the safety and reliability issues must be addressed in the
development of safety-critical intelligent systems. Nevertheless, the incorporation of
the safety/reliability requirements into the system will raise the design complexity ap-
parently. Furthermore, the international safety standards only provide guidelines and
lack concrete design methodology and flow. Therefore, developing an effective safety
process to assist system engineers in tackling the complexity of the system design and
verification, and in the meantime, satisfying the requirements of international safety
standard, become an important and valuable research topic. In this study, we will pro-
pose a model-based safety—critical system design, analysis and assessment framework
which incorporates fault tree-based weak-point analysis, system hardware architecture
exploration and safety mechanism effectiveness assessment with model-implemented
fault injection. Failure modes and diagnostic coverage analysis (FMEDA.

2.1.1  Failure of Critical Systems

Safety-critical systems are now used in many other fields, including the Internet of
Things and medical devices. Such systems, however, are frequently exceedingly com-
plicated and prone to errors. As a result, real-time, safety, and security concerns are
frequently only partially taken into account. Failure and change impact analyses must
be used to examine the effects to reduce or prevent safety-critical failures [12]. As seen
in Figure 1, 85% of failure cases happen during the development stages and result in
the causes of the failure emerging during system operation [13]railway systems, med-
ical devices, nuclear systems, and military weapons. SCS failures could result in losing
life or serious injuries. Improving the practices during development phases of SCS can
reduce failures up to 40%, thus resulting developers to follows specific development
practices and techniques. Developers should improve safety—critical system develop-
ment (SCSD. For safety-critical systems, safety and reliability are crucial concerns. As
a result, monitoring, fault diagnosis, and failure prognosis are crucial to the safe opera-
tion of these systems. The main priority for the system in safety-critical systems is 1so-
lating an impending defect and then forecasting the future behavior of malfunctioning
components. Knowing how much longer the system can operate with an appropriate
response is very important. Furthermore, for the system to function at its best, forecast
accuracy is essential. Therefore, new techniques are required to guarantee higher sys-
tem reliability as safety-critical systems become more complex [14]. When developing
such safety-critical intelligent automotive systems, reliability and safety issues must
be taken into account because they must have strict reliability when the systems are
in use. However, adding safety and reliability criteria to the system will significantly

M}Lw\ i) 22024 g (1)saal) (7) i

https://doi.org/10.54582/TS]J.2.2.94




Review on Characteristics of Software Development
Frameworks to Reduce Critical Systems Failures

Adeeb Gazem — Abdulaziz Thawaba

increase design complexity [15]safety and reliability issues must be addressed in the
development of such safety-critical systems. Nevertheless, the incorporation of safety/
reliability requirements into the system will raise the design complexity considerably.
Furthermore, the international safety standards only provide guidelines and lack con-
crete design methodology and flow. Therefore, developing an effective safety process
to assist system engineers in tackling the complexity of system design and verification,
while also satisfying the requirements of international safety standards, has become
an important and valuable research topic. In this study, we propose a safety-oriented
system hardware architecture exploration framework, which incorporates fault tree-
based vulnerability analysis with safety-oriented system hardware architecture ex-
ploration to rapidly discover an efficient solution that complies with the ISO-26262
safety requirements and hardware overhead constraint. A failure mode, eftect, and
diagnostic analysis (FMEDA. Safety-critical systems (SCS) reliability analyses, such as
reliability, safety, performability, etc., have been modeled using a variety of modeling
methodologies, including fault trees, failure mode effect analysis (FMEA), reliability
block diagrams (RBDs), and unified modeling language (UML). These methods fall
short of capturing dynamic activity and only show the static characteristics of a sys—
tem [16]. Additionally, the international standards for safety only offer guidelines and
don’t specify a design methodology or flow, so creating a practical safety procedure to
help system engineers handle the complexities of systems development, verification,
and examination while also meeting the requirements of the international standards
for safety has turned into a significant and worthwhile study topic. Late identifica-
tion of safety and security design flaws can increase costs, add to system complexity,
resulting in ineffective mitigation measures, and cause delays in system deployment
[17]. The design phase and the development phase are the next most frequent caus-
es of failure, according to Figure. 1 Thawaba et al. [13]railway systems, medical de-
vices, nuclear systems, and military weapons. SCS failures could result in losing life
or serious injuries. Improving the practices during development phases of SCS can
reduce failures up to 40%, thus resulting developers to follows specific development
practices and techniques. Developers should improve safety-critical system develop-
ment (SCSD, followed by system analysis.
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Figure 1. Failures arise in the development stages of SCS[13]railway systems, medical
devices, nuclear systems, and military weapons. SCS failures could result in losing life
or serious injuries. Improving the practices during development phases of SCS can
reduce failures up to 40%, thus resulting developers to follows specific development
practices and techniques. Developers should improve safety-critical system develop-
ment (SCSD.

Figure 2 displays the SCS failure regions based on information from earlier studies.
The development section is where the majority of failures occur. Additionally, faults
occur at variable rates during the whole development process, which could result in
failures throughout the system’s operational stage. The SCS’s failure resulted in a hu-
manitarian catastrophe. Therefore, before beginning development, developers should:
(1) thoroughly research the SCS; (2) be aware of the repercussions of any errors made;
(3) train the team of development; (4) examine related systems; and (5) incorporate
SCS specialists in the development team [13]railway systems, medical devices, nuclear
systems, and military weapons. SCS failures could result in losing life or serious inju-
ries. Improving the practices during development phases of SCS can reduce failures
up to 40%, thus resulting developers to follows specific development practices and
techniques. Developers should improve safety-critical system development (SCSD.

System Failures
Security Poor Quality] Area causing failures
h E and risks in safety
N N criticalsystems
Complexity Equip
A
Errors & Function \ | Human Mistakes
|

/" P Area
Testin / l Analysi

Customer Involved Desig
Quality & Assurance Methodologies

Environment (Slandards)|

Development Failures

Figure 2. Cause and Effect Diagram for Critical Systems Failure[13]railway systems,
medical devices, nuclear systems, and military weapons. SCS failures could result in
losing life or serious injuries. Improving the practices during development phases of
SCS can reduce failures up to 40%, thus resulting developers to follows specific de-
velopment practices and techniques. Developers should improve safety-critical system

development (SCSD
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2.1.2  Characteristics of Safety Critical Systems

SCS engineers are working very hard to enhance SCS and lessen failure factors. In
SCS development, four criteria can be used to minimize failure points. Understanding
Failure: when developers are aware of the most frequent reasons for SCS failure, they
may come up with strategies to get around them when developing. Choosing Devel-
opment Practices: deciding on the best SCSD approach based on (the system deliv-
ery mechanism, the culture of the developers, and their expertise). Standards “Obtain
Quality”: programmers need to understand which national and international standards
the system should adhere to. SCSD testing is system-dependent and lacks a dedicated
test technology. Project management tests and technical tests are the two different
categories of tests [13]railway systems, medical devices, nuclear systems, and military
weapons. SCS failures could result in losing life or serious injuries. Improving the
practices during development phases of SCS can reduce failures up to 40%, thus result-
ing developers to follows specific development practices and techniques. Developers
should improve safety-critical system development (SCSD.

2.2 Reliability Assessment

The primary attribute of quality is reliability, which is monitored by numerous tests
throughout development [18]. The increased complexity of producing goods and tiny
components has sparked an increased interest in driving reliability as a result of new
business requirements and technological advancements. Reliability measures are tak-
en into consideration in numerous industries [19] due to the rise in the quantity and
diversity of faults. The difficulty of proving the reliability of SCS systems during de-
velopment is brought on by the repercussions of the failure of safety-critical systems
[20]. By concentrating on the reliability of individual components as well as the overall
reliability of the system’s constituent parts, system reliability can be attained [21]. Es-
timating the project’s system reliability is a crucial evaluation step when developing
contemporary intricate systems, such as reactors for nuclear power. Multiple strategies
are employed, including backup, regulation of fault-tolerant control systems, and gen-
eralization, to attain the necessary reliability indicators. The main information used to
assess system reliability is structure and reliability diagrams, a list of components with
reliability indicators (failure rate or failure-free), and reliability targets for systems that
are still in development. It is suggested that the system be divided into three tiers to
improve the reliability modeling processes [22]:

Component level: The basic building blocks of the system (such as controllers, input
and output units).

Operational level: It establishes the specifications for reliability indicators and details
the structure of the effect of component health on the functionality of a system’s func-

dmald Akl alsd
(e el

22024 55 (1)ssl) (7)lst
https://doi.org/10.54582/TS] 2.2.94



Review on Characteristics of Software Development
Frameworks to Reduce Critical Systems Failures

Adeeb Gazem — Abdulaziz Thawaba

tional process.

At the system level, the structure of the effect of system success on system failures is
explained, and estimated final system reliability indicators are produced.

software reliability is a characteristic that the software constantly offers to the service
without experiencing any failures. This concept is used in software engineering. There
are numerous model-based techniques for determining software reliability using sta-
tistical data that have been developed during the past few decades. The data gathered
during the testing process is used by the model to evaluate the software’s reliability
[23]. To increase reliability in terms of software size and use software development
procedures to minimize and control faults, evaluation models comprise parameters
that are estimated using recent data [24]. Software engineers must do quantitative anal-
ysis throughout the entire development process to make an acceptable choice, such
as defining a test endpoint, to assure software reliability [25]. Three actions make up
software reliability. It began with fault isolation, detection, and correction, and it con-
cluded with measures to improve reliability. The efficiency with which the phases and
tasks are carried out serves as a gauge of the project development processes’ reliability.
When designing SCS, reliability must be measured individually for each task or sub-
task before being aggregated to estimate the reliability of the overall project..

2.3 Development Frameworks

The methodologies used in software development have changed over time, moving
from predictive (such as Waterfall) to incremental and iterative (such as Agile Appli-
cation Development, Rational Unified Process), to agile (such as Scrum, XP), and fi-
nally to large-scale agile (such as SAFe, LeSS). Conventional development techniques,
such as the V-Model and Waterfall Model, are usually used to design critical systems
because they are unambiguous, simple, and compliant with legal requirements, like
providing documentation that aids in traceability. These approaches, however, can be
costly and time-consuming, and they might not be appropriate when the needs alter.
Conversely, agile approaches offer numerous advantages, like producing high-cal-
iber software quickly and at a reasonable cost, as well as the flexibility to adapt to
requirements changes as they arise [26]. Project management methodologies (PMMs)
and different agile software development methodologies (ASDMs) are being used in
place of traditional software models and procedures for software development projects.
Numerous businesses end up selecting just one of these two strategies to undertake
software development projects since these approaches struggle to meet all the issues
associated with software development projects [27]. Agile methods are a valuable tool
for enhancing productivity and quality. They can be applied in the development of
safety-critical systems, where quality is the primary focus, despite safety being the pri-
mary concern in safety-critical development [28]. Safety-critical businesses are seeing
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increased pressure to embrace agile development practices in the software industry to
respond to changing needs faster and deliver systems to clients more frequently for
evaluation and integration [29]. The most well-known agile software development
methods (ASDM), including Scrum, SAFe, and LeSS, as well as one of the most well-
known project management methodologies (PMMs), PMBOK, will be covered in
this section..

2.3.1 PMBOK

The extensive collection of accepted industry best practices, conventions, and pro-
cesses 1s known as the Project Management Body of Knowledge, or PMBOK for short
[30]. The PMBOK is the most widely used benchmark for evaluating project manage-
ment systems and the most well-known worldwide standard in project management
[31]. Businesses see the PMBOK as helpful since it helps them prevent project failures,
standardize procedures throughout departments, and adapt procedures to specific re-
quirements. Because practitioners continuously expand the body of knowledge by
discovering best practices or new techniques, it must be updated and disseminated
often. The PMBOK is an industry framework that integrates best practices in project
management; it is not a technique, rather it is an endeavor sponsored by the Project
Management Institute (PMI). It ofters a thorough explanation of numerous incredi-
bly helpful tools and methods to assist you in managing your project more effectively
[32]. Although it 1s compatible with more recent approaches like Agile, it is some-
times linked to the waterfall methodology, which linearly arranges project stages. The
PMBOK’s processes can be tailored to suit a variety of project management contexts,
which is why the PMI does not endorse any specific methodology. Rather, managers
select the procedures that work best for their organizations, projects, and teams. The
practical framework and standards that PMBOK ofters, which are derived from years
of excellent project management practices by thousands of project managers, are its
strengths and advantages. They also represent a process-oriented approach. Addition-
ally, it may be applied to project management in a variety of industries, where inputs,
tools, procedures, and outputs fully describe each process. Also, it is quite challenging
to define and accomplish success in information systems project management because
of the abundance and diversity of engaged stakeholders and variables that project man-
agers and their teams must take into account. In this context, project management
standards and guidelines are helpful since they offer ideas, procedures, and methods
on various connected fields of knowledge (e.g., quality, risk, cost, etc.). They do not,
however, specifically state what must be done to manage a project’s success (such as the
formal evaluation of success) [33]. The PMBOK Guide’s shortcomings were noted by
Simon Buehring as follows: (i) the project management team members’ lack of clearly
defined duties; (ii) the excessively intricate and thorough explanations of a few of the
components; (iil) the PMBOK Guide is unavoidably written from a North American
viewpoint and isn’t necessarily as adaptable to other cultural contexts [32].

dmald Akl alsd
(e el

22024 55 (1)ssl) (7)lst
https://doi.org/10.54582/TS] 2.2.94



Review on Characteristics of Software Development
Frameworks to Reduce Critical Systems Failures

Adeeb Gazem — Abdulaziz Thawaba

2.3.2  Agile Software Development Methods (ASDM)

A flexible and iterative approach to software development, the Agile Software Develop-
ment Methods (ASDM) place a strong emphasis on cooperation, adaptation, and continual
improvement. Its cornerstone is the Agile Manifesto, which prioritizes customer collabora-
tion, software development, human interaction, and change adaptation [34]Agile is a soft-
ware development framework, which has developed software by using 1-4 week iterations,
which will produce better quality software as per customer requirements. Agile methodology
mostly deals with the frequent changing requirement in the software project. Instead of tra-
ditional method, it is always beneficial to use Agile as a stakeholder because traditional soft-
ware methodologies are less prone to changes. In this research paper, authors have studied
the effect of agile approach in the software development process in terms of quality, business
worth and architectural framework.”,”container-title”’:’2021 Second International Confer-
ence on Electronics and Sustainable Communication Systems (ICESC.

i. Scrum Methodology

The primary goal of the Scrum approach, which was created in 1993 by Jeftrey Suther-
land at the Easel Corporation as a framework for project management, is to manage
complicated projects with quality in short amounts of time, particularly for software
development. Scrum is an innovative product and service development methodology
that is built on an agile approach and a limited set of fundamental beliefs, practices, and
principles, collectively referred to as the Scrum framework. The Scrum framework
comprises three primary principles—transparency, inspection, and adaptation—that
give structure and overviews. It also allows for ceremonies (Events), roles, and artifacts
[35]. There are three key roles in Scrum: (i) The Product Owner is in charge of outlin-
ing and organizing the features and functionality that are necessary, works closely with
the Scrum Master and development team, responds promptly to inquiries, represents
stakeholders, and makes sure the project adds value for the company; (i) The Scrum
Master serves as a coach, leads the Scrum process, and aids the team and organization in
achieving high-level Scrum performance. They also help all participants comprehend
and accept the practices, values, and principles of Scrum. It also supports the team in
resolving issues and enhancing its application of Scrum, as well as helping with chal-
lenging change management that may arise during Scrum implementation. It shields
the group from outside influence and gets rid of roadblocks that get in the way of
teamwork. Not a manager, but a leader, is what the Scrum Master does; (iii) A devel-
opment team consists of a variety of cross-functional individuals who work together
to design, develop, and test a desired product. To accomplish the objective that the
product owner has set, the team self-organizes. A team typically consists of five to nine
members, all of whom need to be highly skilled to produce software of the highest
caliber. It is possible to build multiple Scrum Teams for development projects that call
for larger teams. Since they are all focused on the same product, they must have the
same product owner, product backlog, and goal [36]. The following show how the
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Scrum process is implemented [37]:

Determine the Product Backlog: The product owner prepares the backlogs that will
comprise all the requirements of the project and collects them into the product back-
log. The features that will be developed are decided by the scrum master based on
the needs and priorities.

Sprint planning involves the Scrum Team discussing and assessing the features and
items in the product backlog that the Product Owner has requested, calculating the
number of hours needed for every feature, estimating the cost, and allocating re-
sponsibilities to team members. Tasks that need to be completed inside the Sprint
are compiled into a list called the Sprint Backlog. Any modifications made during
development ought to wait until the following Sprint.

Daily Stand-Up Meetings: During these sessions, the effectiveness of the team
members working on the features under development is assessed. Based on the
amount of work accomplished, the sprint completion time is evaluated. Plans for
developmental tasks are compared against completed and ongoing tasks to ensure
progress is being made. These development activities sometimes referred to as the
sprint board, include the storyboard associated with that particular sprint. The story-
board includes issues found in the development and testing phases. A visual display
of the project’s progression is the burndown chart.

Sprint Review: The team gathers input and shows the product owner and customer
the features that have been produced throughout this process.

Sprint Retrospective: This procedure entails identifying and talking about activi-
ties that are too difficult to continue into the following sprint. We also talk about
tasks that are finished and can carry over into the following sprint. The development
process is enhanced and the team’s performance is assessed during this phase. The
Scrum process stages are shown in Figure 3.
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Figure 3. SCRUM Framework [ 3]
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Changes in requirements get less expensive and easier to adopt since Scrum is an iter-
ative process that involves close engagement with the Product Owner. The primary
benefits of Scrum are its adaptability to change flexibility, and self-organization. Nev-
ertheless, drawbacks include the fact that risk management procedures are not always
formal, tasks can occasionally be too complex for the team to handle, and the devel-
opment team is ultimately responsible for all work [35]. The lack of documentation
and the need for experienced developers due to the size of small teams can be seen as
weaknesses of Scrum. However, the strength of Scrum is that it enables quick reactions
and delivers products in short cycles and that it is a methodology that can be combined
with different methodologies [38]. .

ii. Scaled Agile Framework (SAFe)

SAFe is a collection of guidelines and procedures that enable the implementation of an
agile workflow across the whole company. SAFe specifically highlights 10 principles,
a Lean-Agile mentality, and four essential values (alignment, built-in quality, trans-
parency, and program execution) [39]. The framework includes an implementation
roadmap to help firms through the change and is built on fundamental values and prin-
ciples [40]. To improve the transparency and clarity of program performance, SAFe
offers a variety of tools for a range of uses, including feature progress charts, burn-up
charts, program Kanban boards, and continuous flow diagrams. SAFe offers twenty
different kinds of metrics at every level of the framework, such as the enterprise-lev-
el business agility self-assessment, the value stream KPI, and the portfolio-level lean
portfolio metrics. With SAFe, every organization can modify the framework to suit its
own set of requirements. SAFe provides four innovative configurations to support the
entire range of solutions, from simple systems that can be designed and deployed by a
small team to sophisticated systems that take hundreds or even thousands of people to
develop. SAFe comes in a variety of configurations. Guidelines exist for four distinct
organizational levels in the most comprehensive configuration: team, program, value
stream/solution, and portfolio. A few roles and actions are illustrated in Figure 4 [41]..
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Figure 4. Activities and Roles Covered in Every SAFe Level

At the team level, at least every two weeks, the product owner, agile teams, and the
scrum master operate and provide working systems. User and enabler stories serve as
the main foundation for the development process. An Agile Release Train (ART) is
responsible for coordinating the agile teams at the program level. Several designs, such
as “one ART developing one value stream,” “one ART developing multiple value
streams,” and “several AR T's developing one large value stream,” can be found, based
on how many participants are in the ARTs [42]. There are usually many dependen-
cies amongst ARTs when they are supplying a single, big value stream. Organizations
that need more responsibilities to integrate the operations of interdependent complex
systems are categorized as value stream level. The process of developing solutions that
create continuous value for clients and can either directly benefit the client or as-
sist internal operations is known as the value stream definition. Teams are organized
into ARTs, to create durable structures of organization made up of teams that are
agile, important stakeholders, and additional resources after the value streams have
been identified. At the value stream level, release management positions collaborate in
conjunction with economical frameworks for coordinating various ARTs and value
streams. Through program portfolio management, the Portfolio level seeks to coor-
dinate the value streams across the lower levels to meet the portfolio’s financial and
business goals of the portfolio as well as the firm’s overall business goals of the firm.
This level includes what are known as “epics,” which are endeavors that cut across all
organizational levels, from the upper levels’ visions to the lower levels’ actual devel-
opment projects [43].
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To deploy SAFe and embrace agility throughout the organization, executives must
provide their whole support. SAFe focuses on simultaneous process, role, and tool ad-
aptation throughout the entire organization rather than team procedures or workflow
[39]. The main success factors of SAFe are structured planning, transparency, work
visibility, communication, coordination between teams, management, and stakehold-
er engagement; however, team members’ main challenges are rigidity, lack of inno-
vation, dependency between teams, and lack of a design process [44]. Among SAFe’s
shortcomings are its excessive prescriptiveness, its rigid structure, and its top-down-
driven methodology [45].

iii. Large-Scale Scrum (LeSS)

LeSS is Scrum implemented for multiple teams collaborating on the same project.
Craig Larman et al. created the Large-Scale Scrum (LeSS) framework, as shown in
Figure 2.5. The goal of cross-functional teams is to continuously integrate features and
provide shippable products. Based on the strengths of each team, the teams determine
which advantage should be prioritized. LeSS 2 to 8 Teams and LeSS Huge 8+ Teams
are the two frameworks used in Large-Scale Scrum. LeSS comprises ten principles,
practices, and instruments. Small-batch work is continuously integrated among the
different teams, allowing frequent product delivery for users. These quick cycles also
continuously give feedback that enables planning and maximizing the agility of the or-
ganization [5]. The change at LeSS is ongoing through experimentation and improve-
ment; this approach reduces the need for traditional project/program management and
enables a considerably shorter deployment procedure. The structure proposed in LeSS
is also considered suitable for ensuring high follow-up of operations, although it be-
comes a little reactive to changes that may arise in requirements [6]. LeSS places the
consumer at the center and works exclusively with the product, not with programs or
initiatives. By establishing parameters only for product management, and organiza-
tional structure, and collaborating with various teams within a single sprint rather than
imposing a set of strict rules, LeSS allows the executor a great deal of flexibility [46]. Its
shortcomings, according to Omer Uludall, are that it is a drastically agile methodology
that could be challenging to implement in sizable traditional businesses and that it also
necessitates an ideal agile setup and skilled agile software developers [45]..
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Figure 5. The Smaller LeSS Framework [4].

The smaller LeSS architecture is meant for one (and only one) Product Owner to
oversee one Product Backlog that teams work through in one Sprint to optimize the
product as a whole. The LeSS framework shares many of the same components as
one-team Scrum [5]:

e Positions: Two to eight Teams, one Product Owner, and one to three Teams each have a
Scrum Master.

e Artifacts: One Product Backlog, one possibly shippable product increase, and a distinct
Sprint Backlog for every Team.

e Events: All teams participate in a single, common sprint that culminates in a single, po-
tentially shippable product increment.

e  Guidelines & Rules: Guidelines for an empirical process control and whole-product fo-
cus framework with just enough scale.

3. Research Methodology

The main objective of this research is to review the characteristics associated with crit-
ical system failures and analyze how using appropriate software development frame-
works can reduce critical system failures. This is achieved through a review of the
literature, including published studies and research on the failure of critical systems and
their critical characteristics. In addition, the most popular agile software development
methods (ASDMs), such as Scrum, SAFe, and LeSS, as well as one of the most popular
project management methodologies (PMMs), PMBOK, will be examined and studied
to identify frameworks that contribute to the development of critical systems and help
mitigate their failures.
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4. Discussions

This section compares the development frameworks discussed and discusses whether
there is a framework that is most suitable for developing critical systems taking into ac-
count their critical characteristics. Moreover, some points and practices that contribute
to reducing critical system failures will be discussed.

4.1 Comparison of Characteristics of ASDM Methodologies

Software development projects that demand flexibility, quick delivery, and the capac-
ity to adapt to changing requirements frequently employ ASDM. ASDM’s popularity
has grown as a result of its capacity to meet changing customer needs and provide value
promptly. It may be necessary to take into account several aspects when choosing the
right ASDM development framework, including (1) corporate culture and team ex-
perience; (2) the best way to deliver the system in its entirety or parts; (3) the system’s
size and kind; and (4) time and cost [15]. To shed further light on the distinctions be-
tween the three ASDM models covered in this study, a comparison of their principles,
practices, tools, metrics, roles, and artifacts will be conducted. Table 1 describes the
ASDM comparison.
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Table 1 Comparison between ASDM methodologies [3], [39], [47], [48]

SAFe LeSS Scrum
ic vi Core Values: Com-
Take an economic view, (2) Apply (1) Large-Scale Scrum (1) .
systems thinking, (3) Assume variability; . / mitment, Focus,
. [ is Scrum, (2) More with
preserve options, (4) Build incrementally L Openness, Respect
. . . LeSS, (3) Lean Thinking, ’ ’
with fast, integrated learning cycles, (5) Base S and Courage
. . . (4) Systems Thinking, (5) g
milestones on objective evaluation of work- -
. o .. Empirical Process Control, .
ing systems, (6) Visualize and limit Work 6) Transparency. (7 Scrum is founded
in Process (WIP), reduce batch size, and (6) Transp ¥, (7) on: empiricism and
length, (7) Apply cadence; Continuous Imp.rovement - crp
2 fmanage queue ength, . . Towards Perfection, (8) lean thinking
£ | synchronize with cross-domain planning, .
5 8) Unlock the intrinsic motivation of Customer Centric, (9) Principl
2 (6) . . Whole Product Focus, (10) | Frincipies: transpar-
‘£ | knowledge workers, (9) Decentralize deci- Queuing Theo ency, Inspection,
o sion-making, (10) Organize around value g v Adaptation
Build solutions component with high Sprint planning, Sprint EP rme planmng,
functioni . . . . print Review,
unctioning AR Ts; Build integrate with a Review, Retrospective, .
: L . .| Sprint Retrospec-
o | solutions train; Capture and refine systems Opverall retrospective, Dai- | © )
g . S o S tive, Daily Scrum,
. | specification in solution intent; Apply mul- | ly Scrum, Coordination .
o . . ) . . Creating a (Product
S | tiply planning horizons; Architect for scale, | and Integration (Just Talk),
& . o . - . . Backlog, and Incre-
& | modularity, reusability, and serviceability Communicate in Code ment
. | Progress feature chart, program Kanban Free open-source (FOSS)
S | boards, burn-up charts, a continuous flow tools, Free Web 2.0 infor- N.O t reported ex-
S| . plicitly
= | diagram mation tools
Lean Enterprise Assessment, Lean Portfolio
s Metrics, Enterprise Balanced Scorecard, Team Velocity,
‘E | Lean Portfolio Management Self-Assess- Not reported explicitly Customer Satisfac-
ﬁ ment, Value Stream Key Performance tion, Defect Count
Indicators
Agile team, Scrum master, Product owner,
Product manager, System architect, Release | Teams, (Area) product Developers, Product
8 | train engineer, Business owner, Solution owner, Scrum master, owner, Scrum
é manager, Solution architect, Solution train | Managers master
engineer, Epic owner, Enterprise Architect
’ Story, Enabler story, Iteration goals, Team Are'a) product backlog,) Product backlog,
9 | backlog, Feature, Enabler feature, Program | Sprint backlog, poten- .
& . . : . Sprint backlog,
T | increment objectives, Program Board, Pro- | tially shippable product
= o . Increment
<€ | gram backlog, Solution intent increment

4.2 Comparison of ASDM Characteristics with PMBOK

It is noteworthy that ASDM and PMBOK are complementary and can be utilized
in tandem on specific projects. To meet the unique requirements of their projects,
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some businesses may choose to use a hybrid strategy that incorporates components of
the two frameworks. A number of variables, including project complexity, require-
ments volatility, and corporate culture, influence the decision between ASDM and
PMBOK. There are two distinct approaches to project management and software de-
velopment: the PMBOK framework and the ASDM framework. Table 2 presents a
few salient features and areas of overlap between the two. Refers to the methodology
used for system development, such as Iterative or Linear. Ability to implement large
projects: Capability of the methodology to successfully handle and manage large-scale
projects. Transparency: The ability of the methodology to present information clearly
and comprehensibly to all team members and stakeholders. Team size: Number of in-
dividuals involved in the project team. Geographically distributed: Indicates whether
the team is geographically dispersed or not. Expandability: The ability of the method-
ology to handle project expansion and increased scale without negatively impacting
performance or quality. Complexity: Expected level of complexity in implement-
ing the methodology. Coverage: The extent to which the methodology encompasses
and applies to every facet of the project. Customer involvement: Degree of customer
participation and continuous communication with the team during the development
process. Flexibility: The ability of the methodology to adapt to changes and evolving
project requirements. Time to market: The amount of time needed to finish the proj-
ect and launch it in the market. Detailing and support level: Level of detail and support
available from the methodology and the team during and after project implementa-
tion. Cost: Cost of implementing the methodology and providing necessary resources
for the project. Accommodate changes: Ease with which the methodology can ac-
commodate changes and modifications during the development process. Continuous
improvement: Ability of the methodology to enhance processes, products, and perfor-
mance based on previous experiences. Ease of use: Ease of using and comprehending
the methodology by team members. Learning ability: Capability of the methodology
to absorb and incorporate learning from past mistakes and improvements. Waste elim-
ination: Focus of the methodology on eliminating unnecessary processes or waste in
the development process. Application area: The domain in which the methodology
can be applied, such as software development, transportation systems, etc. Documen-
tation: Documentation level of all details of development processes. Difficulty trans-
formation: Expected complexity and potential challenges during the transformation
of the methodology from one development system to another. Possibility of merging
with other methodologies: Capability of the methodology to integrate and collaborate
with other development methodologies.
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Table 2. Comparing the Characteristics of ASDM and PMBOK Frameworks

method | PMBOK LeSS Scrum SAFe
Parameters
Development method Linear iterative iterative iterative
Ability to implement large High High Low High
projects
Transparency Low High High High
Team size High Moderate Low High
Geographically distributed | =~ ——-——- Moderate Moderate High
Expandability | = ————- Moderate Low High
complexity High Moderate Low High
Coverage High Moderate Moderate High
Customer Involvement Low High High High
Flexibility Low Moderate High Low
Or low Moderate
Time to market Low Moderate High Moderate
Detailing and support level High Moderate Moderate High
Cost High Moderate Low High
Accommodate changes Low Low High Low
Continuous improvement Low High High Low
Easy to use Low Low High Moderate
Learning ability High High Low
Application area Software and Software Software and Software
non-software non-software
projects projects
Documentation High Low Low Low
Difficulty transformation High Low High
Possibility of merging with High
other methodologies
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4.3 Development Framework and Critical System Failure

By reviewing the causes of failure of critical systems, we found that 85% of failure cases
happen during the development stages and result in the causes of the failure emerging
during system operation. This led us to review the current development frameworks
used to develop critical systems. Although developers are still using traditional ap-
proaches such as the V. model and PMBOK, there has become a tendency from the
industry market to move towards agile methodologies for the development of critical
systems for reasons such as (high quality, finding out mistakes early, speed of product
access to the market, customer satisfaction and other advantages provided by ASDM).
Although there are still risks, developers continue to adapt ASDM to suit critical sys-
tems.

Not every ASDM is suitable for every critical system development project, and de-
velopers’ culture, experience, geographical distribution and their acceptance of this
transformation must be taken into account. All members of the organization must be
made aware of the importance of shifting from traditional methodologies to ASDM,
as well as providing them with appropriate training and providing the organization
with people who have appropriate experience to ensure the success of this transfor-
mation and enhance their awareness of all challenges that they will face during this
transformation. Because critical systems are involved in all vital software industries
such as (space stations, nuclear power plants, military weapons, aviation systems, train
systems, car systems ... etc.), their importance has emerged and has increased in com-
plexity. Because of the severe consequences of its failure, such as loss of life, injury, or
severe damage to the environment, the cost of failure is likely to exceed the cost of the
system itself. In addition to the direct costs of failures such as (loss of income when the
system stops), there are indirect costs resulting from system failure that may be greater
than the direct costs, such as (the cost of verifying the cause of the problem, compen-
sation costs, legal costs associated with compensation claims, redesign costs, changing
other systems that may be subject to the same type of failure, loss of reputation of the
institution, loss of trust in its services), therefore critical characteristics emerge such
as (reliability, availability, safety, security, and maintainability) for the development
of such systems. To ensure the achievement of these characteristics, the importance
and complexity of tests increases. Each development methodology has characteristics,
advantages, and shortcomings; see Table 2. To avoid failure during the development
of critical systems, The organization must:

*  Study the critical system concerned with the development carefully to know the critical
characteristics of the system (identify difficulties and take appropriate measures).

*  Take into account the experience and culture of developers and the organization.

*  Choose the appropriate methodology.

*  Reduce the risks of shifting from a traditional to an agile approach or from a traditional
to a broad-based agile approach

*  Educate developers on the importance of a critical system and the consequences of its
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failure.

*  Determine appropriate testing techniques (organizing workshops to predict future prob-
lems and common errors, making questionnaires for all those involved in developing the
system about expected problems and their solutions without mentioning names in the
questionnaire to be free from any pressure that may be exercised for fear of testing costs,
then the most important of these questionnaires are discussed in the workshops). Involve
developers and the project management team in testing.

*  Take into account the documentation process to ensure traceability concerning ASDM
methodologies.

»  Take into account the application of international and local standards appropriate to the
environment of the critical system.

*  Hire developers with previous experience in developing such a critical system.

5. Conclusion

In this research, we reviewed many studies and research papers to find out the most
prominent reasons that may lead to the failure of the development of critical systems
and found that most of the causes of failure occur at the development stage. There-
fore, it is necessary to use methodologies and frameworks that ensure the quality of
development processes of critical systems. Despite the concerns about the transition
from the use of traditional methodologies to Agile methodologies for the develop-
ment of Biosystems, the business market is strongly moving towards the use of Agile
methodologies to achieve quality. The study focused on addressing the most promi-
nent ASDMs such as SAFe, LeSS, and Scrum, in addition to the traditional PMBOK
methodology, and found that each methodology has advantages and disadvantages.
The study also found that choosing the appropriate ASDM can contribute to reduc-
ing the failure of critical systems. However, there is no single methodology that can
meet the requirements of all critical systems because each critical system has its own
critical characteristics and features, which must be carefully considered. A careful study
of the monetary system is essential to identify critical characteristics of the system,
including identifying challenges and taking appropriate measures. It is important to
consider the experience and culture of the developers and the organization. Choosing
the appropriate methodology is crucial. Can the organization minimize the risks of
transitioning from traditional to agile approaches, or from traditional to wide-scale
agile approaches? To reduce the possibility of failure in developing critical systems
in addition to taking advantage of the advantages provided by Agile software devel-
opment methods, organizations must consider the possibility of using both agile and
traditional approaches in a single framework that takes advantage of the advantages of
both approaches to developing critical systems. Here it is worth noting that the PM-
BOK is considered ideal in the administrative aspect of project management, taking
into account the documentation and tracking process, providing good techniques and
methods for developing critical systems, and adhering to the quality standards required
for critical systems development projects. Scrum is considered easy to integrate with
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other methodologies and achieves the benefits and advantages of the agile and iterative
approach in addition to being clear and uncomplicated. Educating developers about
the importance of the critical system and the consequences of its failure is necessary.
Identifying suitable testing techniques, such as organizing workshops to predict future
issues and common errors, conducting surveys for all system development stakeholders
to identify expected problems and solutions (while maintaining anonymity to alle-
viate any cost-related pressures), and discussing the survey results in workshops are
important steps. Involving developers and the project management team in the testing
process is recommended. Documentation should be considered to ensure traceability
concerning ASDM methodologies. Adhering to appropriate international and local
standards for the critical system environment is crucial. Employing experienced devel-
opers with prior experience in developing such a critical system is advisable.
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